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Information Security Management System(ISMS)
Maintenance and Surveillance Audit Services of 2022
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Abstract

To comply the Regulations of Information Security Management Act and
the relevant sub-laws, and continuously meet all the requirements of
information security responsibility level B and ISO27001, the project assist
Southern Region Water Resources Office (the WRASB) complete the following
information security tasks during January to November, 2022. The tasks
include:

® Completed the interviews and differential analysis with 9 departments
(E.g. Zengwen Reservoir Management Center, etc.). To confirm the
implementation of Information Security Management System (ISMS)
and to collect the feedbacks from all departments, the project team
revised in total of 11 procedure documents and record management
forms.

® Executed the important ISMS tasks including properties review, risk
assessment, training programs of operation, internal auditing (include
personal data protection auditing), and outsourcing vendors assessment
for the Office in the year of 2022. The project team hosted multiple
seminars or conferences before the tasks, and hosted meetings after the
events.

® Promoted ISMS protocols to users, operators, and managers. For
instances, the project team hosted the training programs to prevent the
frequency event analytics on information security and personal data
leaks and the training programs to maintain information security of the
critical infrastructures in water resources facilities. The purposes of
these training programs help the users, operators, and managers
increase their linformation security literacy, understand the possible
risks.

® To continuously maintain the certification is validated and qualified of
Information Security Management Act. The project has completed the
third-party ISMS auditing tasks for the WRASB and received TAF
certificate authorized by SGS.
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® 523 Z 3JRF*F % 2 (Information security for use of cloud

services)
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continuity )

® 7.4 F %< > ¥ 4 (Physical security monitoring)

® 8.9 ‘v i ¢ 2 (Configuration management)
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